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1. PyHKUMOHaNbHbIE XapaKTEepPUCTUKN

1.1 Knru4eBble npuHumnbl paspadotku ABO iSimpleLab

KpoccnnatdopmeHHbI cepep NpUoXeHuUin, No3Bonsowmnn yaosnetsoputb UT-
CTpaTteruio kpeantHom opraHnsaumm nboro mactaba;

MpoMbIneHHbIN OTKpbITbIV API, peannsytowwmin koHuenumio OpenAPI 1 no3sonsoLwmn
paspaboTaTb CBOMMW CUNAMW UITM CUITAMK SKCMEPTHON KOMaHAbl HE3aBUCUMbIA TMOKWI
cnon nHTepderca, a Takke NPAMYI UHTErpaumio ¢ KNMEHTCKUMU MHADOPMaLMOHHBIMMN
cuctemamu;

MoaynbHast apxutekTypa, No3BondoLwas peanns3oBaTb HE3aBUCUMbIE U
0TKa30yCTONYMBbIE KOMMOHEHTHI Ansl 6onee crabunbHon paboTebl Bcern nnaTgopmel;
MopTtan — aBToHOMHBIN front-end nnatgopmsl iISimpleRetail, koTopbin
B3ammopaencTByeT ¢ back-end cuctembl nocpeacteom Rest-APl. [laHHOe pelueHune
no3BonsieT peannsoBaTh Mobble 3aMbICrbl AU3aNHEPOB U OTKPbIBAET HOBbIE FTOPU3OHThI
Mo pasBUTUIO U 3anycKy B NMMYHOM kabuHeTe BaHka MobbIX BHELHUX CEPBUCOB He
CBsI3aHHbIX C pyHKLMOHaNoMm knaccuveckoro [160;

Mcnonbk3oBaHe MHHOBALIMOHHbLIX CpeaCcTB 6e30nacHOCTU, CoOBMELLaoLLmMX yao6CTBO
paboThbl C HUMU U YHUBEPCATNbHOCTb NO OTHOLLEHMIO K KaHany paboTsbl (web-kabuHer,
MOBUIbHOE NMpUoXeHue Ha nbon nnatdopme, MO0 BHELLHUI NopTar, B KOTOPLIN
BCTPOEHbI cepBuCbl 6aHKa);

["oTOBbIE CpeacTBa 1 BO3MOXHOCTU UHTErpaLmm npaktuyeckn co scemu ABC, CRM,
KapTO4YHbIMM NPOLLECCUHIaMM, NIATEXHbIMU CUCTEMaMN U CUCTEMAMUN OEHEXKHbIX

nepeBoaos.

Mnatdopma OBO iSimpleRetail nocTtpoeHa Ha COBPEMEHHbLIX TEXHOMOMMAX U UCMONb3yeT
CTaHOapTHbIE NPOMBILLIEHHBIE cepBepa npunoxenun n CYB[, kak KoOMMepyeckme, Tak U C OTKPbITbIM

KOZOM:

+ Java B ka4yecTBe Kpocc-nnatopMeHHOro a3blka pa3paboTku;
*  OnepaumnoHHble cuctembl: Windows, Unix, Linux;
« Cepsepa npunoxeHuin: JBoss Application Server, Oracle WebLogic, IBM
WebSphere Application Server;
+ CYb[: Oracle, PostgreSQL, Microsoft SQL Server, Firebird/RED Database;
+  XML-onncaHusa pecypcoB CUCTEMBI, TaKNX Kak KOHMUrypaumm, BusyansHble (hopmbl,
MEHI0, CXEMbI JOKYMEHTOB, A3bIKOBbIE PECYPCbI;
*  Groovy — OTKpbITblE€ CKPUMTbI, UCNOMNb3yeMbl€ B CUCTEME;
VMcnonb3oBaHue Beb-cepBUCOB A58 3afa4 MHTerpauumn ¢ apyrumum cuctemamu. KnueHTtckast 4actb
WHTEPHET-KMNNEHTA BbINOMHEHA Ha TEXHOMOIMMM NOTHOCTLI0 TOHKOMO KMNMEHTa, U paboTaeT Ha

cneanyrwwmx onepaynoHHbIX cuctemax n 6pay3epax:



»  OnepauuoHHble cuctembl: Windows, Unix, Linux, MacOS, iOS, Android;
» bpaysepsb!: IE, Firefox, Chrome, Safari, Opera, Android n ap B 3aBUCMMOCTU OT
BblOpaHHon Web-nnatdgopmbl.

1.2 Knro4yeBble PyHKLUMU
iISimplePortal.Retail — cppoHTanbHOe pelleHne Ans KopnopaTUBHbIX KNueHToB BaHka.

iSimplePortal- 370 coBpemeHHbI nonb3oBaTensckui UHTepdenc ans digital 6aHka, peanusyowmi
nyywun UX gns Bawwux knveHToB. AganTyBHbIN au3anH obecneymBaeT BO3MOXHOCTb KOMOPTHOM paboThl B

Opaysepax, kak Ha cTaumoHapHbIx MK n HoyTOykax, Tak 1 B MOBUITbHBIX YCTPOMCTBAX pasHoro hopm-cakropa.

iSimplePortal npepoctaBnsieT eanHyt0 OMHMKaHanbHYKO cpefy [AOfis BCEX CEpPBUCOB, KoTopble baHk
nnaHupyeT NPeAoCTaBnATb KNMeHTaM. VIHTerpauus ¢ BHELHMMW CEpBUCaMW, TakUMU Kak MHGAOPMAaLMOHHbIE
aHanuMTU4ecKMe CUCTEMbI, SMNEKTPOHHbIE MIOLLaZKM, CUCTEeMbl 3aka3a MPOAYKTOB M ycnyr napTHepoB GaHka,
Nno3BonsieT pacluMpuTb NpeanoxeHune ycnyr 6aHka 4o NoNHOLEeHHOro mapketnnenca. lNpogymaHHbi o Menoyven
UHTepdenc AOCTyneH yxe B Kopobke. [1pu 9TOM BO3MOXHOCTM KacToMu3auuu uHTepdenca npakTuyeckn He

OorpaHn4eHs.bl.

iSimplePortal nocTpoeH Ha HOBOW, COBpeMeHHOM NnaTtdopMe B BUAE OAHOCTPAHNYHOIO BEG-NPUITOXKEHUS
(Single Page Application) ¢ ncnonb3oBaHuem nepegoBoro JavaScript-gopenmBopka Angular 6. Vicnonbsyemasi
TEXHOMOrMa CHumaeT Bce Oapbepbl neped MOCTPOEHMEM CaMOro MepedoBOro MHTepdenca, npu 3TOM
TPYAOEMKOCTb pa3paboTku cokpallaeTcs B pasbl MO CpaBHEHUIO C knaccuyeckumu cuctemamm OBO. MpoaykT
NMOCTaBNSETCA C OTKPbITbIM MCXOAHbIM KOAOM, 4TO AaeT BO3MOXHOCTb OaHKy CaMOCTOSITENbHO pa3BUBaTb

nonb3oBaTenbCKMi MHTEpdENC.

iSimplePortal aBnsetca rotoBbiM, KOPOGOYHBLIM peLLUEHMEM C BO3MOXHOCTbIO ObICTPOro 3anycka B
aKcnnyaTaumio Kak Ans CyLlecTBYOLWUX KNneHToB iSimpleLab ¢ yxe BHeapeHHon cuctemon OBO, Tak n ans

HOBbIX KITUEHTOB.






2. PasBepTbiBaHue cuctemol iSimplePortal

2.1 TpeboBaHMuA K cOnyTCTBYOLWEMY NPOrpaMMHOMY U
annapaTtHomMmy ob6ecne4yeHuio

HanmeHoB KoHndwmrypauumsn

aHue

Beb- AnnapaTHble TpeboBaHuUs:
cepsep Mpoueccop (agpa): 2x 2.6 My

OnepatunBHasn namatb: 4 6
XKectkum guck: 30 6

Tpeb6oBaHua kK conytcTBytowemy MNO*:

Nginx 1.3.9 1 BbiWwe
Apache HTTP Server 2.4 v Bbllwe

*MopTan MOXeT ObITb YCTAHOBIIEH Ha NIOOOM 3N1EMEHTAPHOM CTaTUYECKOM
cepepe Nginx, Python SimpleHTTPServer v T.n. unu Ha XOCTUHTE.

2.2 YcTtaHOBKa NopTaribHOro peweHus

e YcraHoBka noptana Ha OC CentOS 7 1 Nginx

e YcraHoBka noptana Ha OC Windows Ha Apache_2.4

e YcraHoBka noptana Ha OC Linux Ha Apache_httpd

e OpuruHanbHasi MHCTPYKUMSI MO ycTaHoBke Angular Ha pasnuyHbIe TUMbl CEPBEPOB
e (O06sa3aTenbHble HACTPOWKK A4S 4OCTYNa K noprany

YcraHoBka noptana Ha OC CentOS 7 1 Nginx

1. YcTaHaBnmBaem nakeT Nginx

yum install nginx

2. Konunpyem channbl nopTana Ha cepsep no ssh-coeguHeHno B KOPHEBYO OMPEKTOPUID, KOTOPYHO
3afanu paHee C NOMOLLbH MO0 KOHCOSbHOW YTUNNTLI (HANpUMep, SCp - NPUMeEp HuXe), Mbo ¢
nomoLubio ann-meHemkepa tuna WinSCP https://winscp.net/eng/download.php

scp -P 22 -r /[OyTb K JIOKAJILHOM KOPHEBOM OMPEKTOPUM opTaja]
user@remotehost:/[nyTh Kk KOPHEBOM IMPEKTOPMM [OpTajla Ha CepBepe] HalpuMmep
/home/portal standart/

3. sameHsiem koHurypaumnoHHbin dann Nginx’a



nano /etc/nginx/conf.d/default.conf

Hanpumep, meHsiem nopT Ha 8000

listen 8000;

MEeHAEM KOpPHEeBYH OUPEKTOPUIO OJ1A4 3anpocoB

root /home/portal standart;

n pobasnsem 610K

location / {
try files Suri Suri/ /index.html =404;
}

Hwn B koem cny4vae He yaandemM napameTtp

include /etc/nginx/mime. types;

TaK Kak OH Heob6xoaum ans NOATArMBaHUSA CTUNEN npu 3anycke noptana.

P.S. Takke He pekoMeHAyeTCs OTKMYaTh UHbIE ONUUKU, UMEIOLLNECH B KOH(UrypaLnoHHOM danne
nginx'a N0 yMOMN4YaHU0, €CIiM HET YBEPEHHOCTU, YTO AaHHbIN NapaMeTp He HYXeH AMs KOPPEKTHON
paboTbl nopTana.

4. B koHurypaumoHHoMm carnne noptana /home/portal_standart/config/admin.json ykassiBaem agpec
IBO (ecnu nopTtan Ucnosnb3yeTcst TONbKO BHYTPW CETH)

"host": "http://192.168.10.197:8104",

Mnn gomeHHoe ums, ecnum noptan 6y,u,eT CMOTpPETbL BOBHE.

5. 3anyckaem cepsep Nginx

systemctl start nginx



6. Jo6aBnaem URL noptana B CNUCOK paspeLleHHbIX JOMEHOB Anst paboTbl KPOCC-AOMEHHbIX
3anpocoB Yepes naHenb agMmuHucTpaTopa cuctembl ABO: HacTtpoinkn - CuctemMHble HaCTPOMKN —
BesonacHocTb — O6Lwme HacTporikn 6e3onacHocT — Pa3peluéHHble AoMeHbI. [ocne yero

Haxknumaem kHorky "CoxpaHuTtb".

7. Jlorn cepsepa 3anucbiBaloTca B ampektopuio ( /var/log/nginx ) : access.log - Ans 3anucu
obpalleHnin k canTy, error.log - ans XXypHanupoBaHMs BO3HUMKLLMX Ha CeEpBEpe OLLIMOOK,
MO3BONSAIOLLMIA ONPEeAENnUTb TUM OWNOKK, @ TakKe NPUYUHY €€ BO3HUKHOBEHMUS.

2.2.1 YctaHoBka noptana Ha OC Windows Ha Apache 2.4
YcraHoButs Apache HTTP Server 2.4
Edit the Apache httpd.conf Configuration File:

Listen 192.168.10.76:85

DocumentRoot "D:\TEMP\portal server um\dist"
<Directory "D:\TEMP\portal server um\dist">

Apache Service Monitor — b4

Service Status

Restart
Services

Connect

The ApacheZ 4 zervice iz ztarting. -
The ApacheZ 4 zervice has started.

The Apache? 4 zervice iz hopping.

The Apache? 4 service has stopped.

The dpache? 4 service iz starting.

The dpache? 4 service has started. hd Ok

o i

Apache/2.4.2 (Winb4)

Cnyx6a Apache co3gaértcs npu ycTtaHoOBKe
13

Onucanne CoctoaHue Tun zanycka Bxog ot us

BeinonHaeTcA  ABToMaTM4e JNokansHa.

Apache Tomecat 7.0.82 Server - http://tomcat.apache.org/
Apache/2.4.2 (Wintd)

Bpyunyo Nokanexa

BrinonHAeTcA  ABTOMaTH4eE

5L ASECard Crypte BIO Moagepsxka BuoMerpum 4nA coeguHednii yepes RDP wan e cpege...  Beinonnserca  Astomatuue NokaneHa
{,‘;_’;ASECard Crypte 5C Provides support for IDProtect over RDP or Citrix connections OTentodeHa NokaneHa
\C('_’;ASP.NET State Service Provides support for out-of-process session states for ASP.NET. If t... Bpyunyto CeteBan ..
-.’,'(’ ETDevManager REALTEK Bluetooth Service Beinonuaerca  Aetomariue NokaneHa.
{,‘;_’;Check Point 551 Network Extender BeinonHAeTcA  ABTOMaTM4E NokansHa.
\C('_’;Cisco AnyConnect Secure Mobility Agent  Cisco AnyConnect Secure Mobility Agent for Windows BeinonHaetca  ABTOMaTH4E NokaneHa
{,‘;_’;CoreMessaging Manages communication between system components. Brinonuaerca  Astomariue Nokanexa.
\C('_’;Devi(epicker_cs?%ﬁf CpeacTeo enibopa ycTpoidcTea BpyuHyto NokaneHa

‘ChDevicesFlow c879a6f OBHapyKeHWE VCTPORCTE W NOAKMIOUEHNE Bpyunyio Nokanexa.



2.2.2 YcrtaHoBKa noptana Ha OC Linux Ha Apache

. httpd/etc/httpd/conf/httpd.conf

Listen 192.168.1.107:8181

<VirtualHost 192.168.1.107:8181>

ServerName 192.168.1.107

ServerAlias 192.168.1.107

DocumentRoot /etc/httpd/portal standard fl 0.2.2
<Directory /etc/httpd/portal standard fl 0.2.2>

Options Indexes FollowSymLinks

AllowOverride None

Require all granted

</Directory>

# ErrorLog /web/sitel.ru/logs/error.log

# CustomLog /web/sitel.ru/logs/access.log common
</VirtualHost>

2.2.3 OpurnHanbHasi MHCTPYKLMA No ycTaHoBKe Angular Ha pa3nunyHble
TUNbI cepBepoB

https://angular.io/guide/deployment#server-configuration

2.2.4 O6GsazaTenbHble HACTPOMUKU ANA AOCTYyNa K nopTany

Mocne pa3eépTbiBaHUA NopTansHOro pelleHus iSimplePortal ansa Toro, ytobbl Bpaysep paspeLumn
3anpocsl Yepe3 CORS, agpec noptana B popmare http://<IP-agpec | host> : port Heobxoanmo
nobaBuTb Yepes naHenb agMuHucTpatopa cuctembl 6O B meHo HacTpomku - CuctemHble
HacTpouku - besonacHocTb - O6LWMe HacTponkn 6e3onacHocTm B 6noke Kpocc-aoMeHHble
3anpochbl B norne Pa3pelléHHble AOMeHbI (CM. MpUMepbl 3anonHeHns B pasgene Obme HacTponku
6e3onacHocTh), 3aTeM COXpPaHWUTb BbIMOMTHEHHOE M3MEHEHME N0 OOHOMMEHHOW onuun CoXpaHUTb.

[nsa ycnewHow aBTopu3aumm B NOpTanbHOM peLLeHnn A4S yY4eTHbIX 3anucel nonb3oBaTenein
(knneHTOB) foMmkHa ObITb NogkntodeHa ponb ROLE_REGISTER _MANY_DEVICES.
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