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«iSimpleSBP.Fraud»

OnucaHue npoueccos, obecneynBaromx nogaepxKaHue
XXM3HEHHOro LuKna nporpaMMHoro obecneyeHus, B ToM yucne
yCcTpaHeHWe HencrnpaBHOCTEN, BbISB/IEHHbIX B X048
3KCMayaTauum nporpaMMHoro obecrneyeHus,
COBepLIeHCTBOBaHMe nporpaMMHoro obecneyeHus, a Takxe
MHOPMaL,UI0 0 NepcoHane, Heob6xoguMoM ana obecrneyeHus

TaKoMW NognepXKu

iSimpleSBP.Fraud - gononHUTenbHbI MOAYNb MHTErpaLun

aHTUdpoa-cucteMoun ansa nepesopos CBI
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OrnasneHue
O pokymeHTe 3

OnucaHue npoueccoB, obecneymBaloWMXx MNOALEPNKAHME KMU3HEHHOTO UMKAA MNPOrpaMmHOro
obecneveHus iSimpleSBP.Fraud

HasHayeHune conpoBoxaeHua MNporpammol
CepBucHble npouecchl conpoBoxaeHua Mporpammsl
TexHMyeckaa nogaep:KKa nonb3oBaTenein

MposegeHne moaepHusaumm NMporpammsel MoagepHu3sauma
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BoccTtaHoBNeHUe AaHHbIX BoccTaHOBNEHME AaHHbIX

MepeyeHb OKa3blBaeMbIX YCAYr B pPaMKax COMPOBOXAEHMA NporpaMmHoro obecneyeHus
iSimpleSBP.Fraud 5

NHbopmauma o nepcoHane
MepcoHan, obecneunsatowmin paboTy Mporpammbl Ha paboymx mecTax Nosb3oBaTeNemn
MepcoHan, obecneynBatoLnii TEXHUYECKYIO NOALEPHKKY
DKCrnepT CONPOBOXAEHMUA
Cneumanuct otgena ConpoBOXKAEHUA:
MepcoHan, obecneynBatowmii MoLEPHN3ALMIO
CUCTEMHbBIM MHXKEeHep-NPOrpammMmCT:

pa3paboTumnk Backend
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PaspaboTtuunk Frontend
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1 O pokymeHTe

Hactoawmnini  AOKYMEeHT  pacnpocTpaHAaeTca Ha nporpammHoe  obecneyeHue
iSimpleSBP.Fraud - pononHWTenbHbIM MOAYNb MHTErpauMm C aHTUdpoa-cuctemon Ana
nepesogos CbIll. [laHHoe OnucaHuWe COAEPXKUT CBeaeHMs O npoueccax, obecneymBatoLmx
noaneprkaHne XM3HEHHOro uUuKaa lporpammbl, a Takke MHGOPMAUUIO O NepcoHane anA
YCTPAaHEHUA HEUCNnpPaBHOCTEN, BbIABAEHHbIX B XO4E 3KCnayaTauuu  MNPOrpammHOro

obecneyeHuna.

BHUMAHMUE! CeepeHua o CTpyKType, npuHUMNe opraHusaumum [porpammbl, cocTaBe
annapaTHbIX M NPOrPaMMHbIX CPeACTB, a TaKXKe Apyrme gaHHble, KOTOpble UMeKOT OTHOLWEHME K
bYHKUMOHUpPOBaHMIO porpammeol, ABAAIOTCA CTPOrO0 KOHPUAEHLMANbHbIMUK, He noanexart

pa3srnawieHunto.

2 OnucaHue npoLeccos, obecnevyunBatoLLUNX noaaepxaHune Xm3HeHHoro
LMKNa nporpammHoro obecneveHus iSimpleSBP.Fraud
MopaepkaHue KM3HEHHOro LMKAa nporpammHoro obecneyeHua iSimpleSBP.Fraud -
OOMNONHUTENBbHLIN  MOAYNb MHTErpaumn ¢ aHTudpoa-cuctemon ansa nepesogos CBIM
OCYLLEeCTB/IAETCA 33 CYET CONMPOBOXKAEHNA NPOrPaMMHOIo KOMMAEKCca B Te4eHMe BCEro nepmMoaa

IKCNyaTauun.

2.1 HasHa4yeHue conpoBoXaeHuA Nporpammol

ConpoBoxaeHue Mporpammbl NO3BONSAET:

e obecneuntb OTCyTCTBME nNpoCTOA B paboTe nosb3osBatenei [lporpammol
NPeanpuUATUA NO NPUYMHE HEBO3MOXKHOCTU QYHKLMOHMPOBaHMA [lporpammsl
(aBapuitHaa cutyaumn, owmnbKkM B paboTte Mporpammbl, OWMOKM Monb3oBaTenew
Mporpammbl 1 T.N.);

® 0b6ecneynTb rapaHTUIO KOPPEKTHOrO PYHKUMOHNPOBaHUSA Mporpammbl;

® obecneynTb rapaHTUIO JaNbHenLWwero pa3BuTna GpyHKuMoHana Mporpammoi.

2.2 CepBUCHble NpoLECChl CONPOBOXAEHUA [porpammbl
ﬂ,l‘lﬂ obecneyeHns MHKU3HEHHOrO UMKNa B conpoBoxaeHue ﬂpOFpaMMbl BK/THOYEHDbI

cneagyroume cepBUCHbIe Npoueccebl:



OSimple Lab

® KOHCY/bTMPOBAHME Mo/b30oBaTenel W agMmuMHUcTpatopoB [lporpammbl Mo
BOMPOCAM 3KCMyaTaumm no tenePpoHy, Gakcy, 3N1eKTPOHHOM NOYTE MU MUCbMEHHO
Nno 3anpocy 3aKa3uyumKa;

® obecneyeHne 3aKa3umKka HOBbIMK BepcusimM MNporpammbl Mo mepe X BbIXOAa;

e obecneyeHne 3aKasuyMKa U3MEHEHUAMU U AOMNOJAHEHUAMM K IKCMIyaTalMOHHOM
OOKYMeHTauum;

® yCTpaHeHue owmnbOoK B Cyyae BbiABNEHMA UX Npu paboTe c Mporpammoin.

2.3 TexHU4YecKana noaaeprKa No/sib30BaTeNEN
TexHMuyeckan noaaeprkka nonb3oBaTenieit ocyllectTsnaeTca B popmaTte KOHCY/IbTUPOBAHUA
nosb3oBaTene N agMUHUCTPaATOPOB Nporpammbl NO BONPOCAM YCTAHOBKWU, NepeycTaHOBKM,
AOMUHNCTPUPOBAHNA WU 3SKCNyaTauum nporpamMmmHoOro obecneyeHna no 31EKTPOHHbIM
KaHanam cBs3M (TenedoHy, 3NEeKTPOHHOM MoYTe) UAU NUCbMEHHO No 3anpocy. B pamkax

TEXHUYECKOWN NoaaepKKkn CUCTeMbl OKa3bIBAOTCA Caeaytowme yenyru:

® OMOLLb B YCTAHOBKE NPOrpamMmMHOro obecneyeHus;

® MOMOLLb B HACTPOIMKE M aAMUHUCTPUPOBAHMM NPOrpaMmHoOro obecneveHus;

® MOMOLLb B YCTaHOBKe 0OHOBNEHMI NporpaMmHoro obecneveHus;

® OMOLLb B NMOUCKE WU YCTpPaHEHUU npobnem B clydae HEKOPPEKTHOM YCTaHOBKMU
0bHOBNEHMA NPOrpaMMHOro obecneyeHus;

® noAcHeHWe PyHKLMOHaNa NporpaMmHoro obecneyeHmsa, MOMOLLb B SKCNyaTaumu;

® npegocTaB/ieHWe aKTya/lbHOM AOKYMEHTALUMM NO YCTAHOBKe, HAcTpPOMKe 1 paboTe
nporpammHoro obecneyeHus;

® 006wWue KoHcynbTauumn no Bblbopy annapaTHoro obecneyeHns ana obecneyeHusn

BbICOKOW NPOM3BOANTENBHOCTM paboTbl Mporpammebl.

2.4 TposegeHne moaepHusaumm MNporpammbl MogepHu3auma
Mporpammbl ocylecTBAseTca nyTem moamduKaumm nporpaMmHoro obecneyeHus B CBA3U
C M3MEHEHMEeM MpaBua paspaboTkn YepTexken U cxeM KabenbHbix ceTeli n TPy6onpoBOAHbIX
CUCTEM, COBEPLUEHCTBOBaHMEM paboTbl GYHKUMA M npoueayp, a TaKXKe no 3adABKam
nonb3oBaTenein, C BbIMYCKOM HOBbIX BEPCUM MPOrpammMHOro obecneyeHus, MOAYYEHHbIX B
pesynbtate mMoAndUKAUMKU, U NPenocTaBneHMs 3aKa3umKy HEWUCKNOUYUTENbHbIX MpaB Ha
MCNoab30BaHWE HOBbIX Bepcuit MporpamMmbl, NOAYYEHHbIX B pe3ynbTaTe MogepHu3auuu. B

paMKax MoAepHM3aLMM OKa3bIBAKOTCA Cieaytowme yCayru:

4
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® BblABAEHME OWMOOK B PYHKUMOHMPOBAHMM [Tporpammbl;

® ycnpasneHune oWmnbOoK, BbIABNEHHbIX B GYHKUMOHMPOBaHMM Mporpammbl;

® npuem 33ABOK OT 3aKa3uMKa Ha BHECeHWe M3MEHEHW U [OMNOSHEHWN B
Mporpammy;

® cornacoBaHme C 3aKa3YMKOM BO3MOXHOCTM M CPOKOB MCMNONHEHUA 3aABOK,
OKa3aHWe KOHCYNbTAaLUWMOHHOW MOMOLLM MO BONPOCAM TEXHUYECKOM peanunsauuu
NOXe/laHUM, YKa3aHHbIX B 3asBKe;

® MmoaepHu3sauma Mporpammel NO 3aaBKam 3aKa3uuKa;

® MmogaepHu3auma Mporpammel B CBA3M C USMEHEHUEM MPABUA Pa3paboTKM YepTeXKel
N cxem KabenbHbIx ceTert u TpybonpoBOAHbIX CUCTEM U T. N.;

® npepocTaBneHne 3aKas3uMKy HOBbIX Bepcuin [lporpammbl, BbINYWEHHbIX B
pe3yibTaTe MOAEPHM3AUMM U UCNPABAEHNA OLUMOOK;

e obecneyeHune nosb3oBaTenen N3MEeHEeHNAMM n AONONHEHUAMMU K
3KCNNYaTaLUMOHHOM AOKYMEHTALMM;

® npepgocTaBaeHne 3aKasumKy HEUCKAYMUTE/IbHbIX NPaB Ha UCNOAb30BaHWE HOBbIX
Bepcuii Mporpammbl, BbINyLLEHHbIX B pe3ynbTaTe MOAEPHU3ALUN U UCNIPaBAEHUA

OWmnBOK.

2.5 BoccTtaHoBNeHMe faHHbIX BoccTaHOBAEHME AaHHbIX

MporpaMmbl OCYWECTBAAETCA B C/Ay4ae WX HeNpesyMmblWAeHHOW MOp4YW, BbI3BAaHHOM
HEKBaIMPUUMPOBAHHBLIMU AEUCTBUAMM MOb30BaTeNds WANM agMUHUCTpaTopa [porpammbl,
nmbo  cboamm  obopyaoBaHMA, HA  KOTOPOM  ocywecTtBaseTcA  QYHKUMOHMPOBAHUE
nporpammHoro  obecneyeHuA.  BoccTaHOBNAeHWE  [aHHbIX  OCyWeCTBAAeTCA  npu
npefoCcTaBNeHNUM pe3epBHON Konun dainna AaHHbIX, TeKywero ¢anna AaHHbIX, COAEPKALLErO
OWKNDOKY, a TaKXe AeTa/ibHOM MOLWAaroBOM OMMCaHMW NOC/AeA0BaTe/IbHOCTU AeNCTBUM W©
cobbITU, NpMBEALWIMX K YKAa3aHHON cuTyaumn. FybuHa un cteneHb BOCCTAHOB/IEHMA 3aBUCAT OT
npeaocTaBNeHHbIX ANA pPaboTbl AAHHbLIX U B KaXKAOM KOHKPETHOM C/yyYae MHAMBUAYANbHO

06Cy»KOaloTCA C 3aKa3YMKOM Nnepes, BbINoJIHEHMEM COOTBETCTBYIOLWEN NpoLeaypbl.

2.6 [epeyeHb OKa3biBaeMbIX yCYT B paMKax CONPOBOXKAEHMA NPOrpammMHoro obecnevyeHums
iSimpleSBP.Fraud

TexHMYecKylo  noaAep)Ky  nporpammHoro  obecneyeHua  iSimpleSBP.Fraud -

AONOJIHUTENbHBIA  MOAYNb WHTErpauuMmM ¢ aHTuepoa-cuctemon ana nepesogos CBI
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Nno/1b30BaTE/IMN MOTYT NONYYUTb Yepes NINYHBIN Ka6VIHET, AOCTyn K KOTOPOMY NpeaocCTaBaAeTcA

B paMKax 40roBopa NoAAEePKKM.

Tak*e nonb3oBaTenn cepBuCa MOTyT nepecblnaTb BO3HMKaOLWLME BOMPOCbI Ha MopTan

TEXHUYECKOW NoaaepKKu no agpecy info@isimplelab.com

3 WHPopmauma 0 nepcoHane

3.1 NepcoHan, obecneymsatowwmin paboty Mporpammbl Ha paboyumx MecTax nosib3oBaTenem

NMonb3oBatenn [llporpammbl AONXKHbI O6l'|a,Cl,aTb HaBblKamu pa60TbI C nepCoHaNbHbIM

KOMMbOTEPOM Ha YPOBHE YBEPEHHOTIO NO/ZIb30BaTENA.

Ona paboTbl ¢ MNporpammoit Nonb3oBaTeNto Heob6XO0AUMO WM3YyUMTb CBOU AONKHOCTHbIE
WMHCTPYKLMW U PYKOBOACTBA NO/b30BaTeNA porpaMmbl, a TaKke NpouTH Kypc obyyeHusa no

AaHHoM MNporpamme.

AgMmuHucTpaTopbl Mporpammbl AONKHbI BNaAeTb HaBblkaMy paboTbl C NEPCOHabHbIM
KOMMbIOTEPOM Ha YPOBHE OMbITHOTO NO/Nb30BaTeNA. *KenaTtenbHO 3HaHWE OCHOB pPaboTbl
BbIYMCNTENBHOM TEXHUKU U NPOrPammMHOro obecneyeHns B NOKA/IbHbIX CETAX, HACTPOMKM

CUCTEMHOM NONINTUKM NMPaB NoNb30BaTe/Iel B onepaunoHHbIx cuctemax cemeictea Windows.

3.2 NepcoHan, obecneymnBatoLLMi TEXHUHECKYIO NOAAEPHKKY
3.2.1 JKcnepT cConpoBOXAeHMA

TpebosaHusa:

e OnbIT agMUHUCTpUpoBaHus Linux (CentOS);
® 3HaHuMA 1 onbIT agmuHUcTpuposaHusa CYBM Oracle/MS SQL/PostgreSQL;
e 3HaHue SQL Ha ypOBHE HaNMCcaHMA 3aNPOCOB CPeHEeN CNOXKHOCTY;

e OnbiT pabotbl c Docker.
MpuseTtcTByeTca:
® HaBblkM pabortbl c Kubernetes, Prometheus, Grafana.
3.2.2 Cneumanuct otaena ConpoBOXAEeHNA:
TpebosaHusa:

® YBepeHHbI nonb3osatens K;
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e [pamoTHas yCTHasA U NMCbMEHHasa peyb;

® BbiCOKMEe CMOCOOHOCTM K O0OWEeHU0 C 3aKasyMKomM, B TOM 4ucae Mo
TenedoHy;

® YMeHMe YeTKo GOpPMyIMPOBaTb CBOU MbIC/U;

® YcnauMBOCTb, aKKYPATHOCTb, BHUMATE/IbHOCTb K AETaNAM;

e CTpemneHue K CaMopasBUTUIO U CAMOOBYYEHMIO;

e CTpeccoycToM4YmMBOCTb;

e (Ob6yyaemocTb.
MpuseTtcTByeTca:

® 3HaHuMA U Haeblkn B CYB/[, Beb6-cepBepax, B a4MUHUCTPUPOBAHUMN KAKOTO-

6o nporpammHoOro obecnevyeHums.

3.3 MepcoHan, obecneuymnBatoLmn MoaepHMU3aLMIO
3.3.1 CWUCTEeMHbIN NHXEHep-NPOrpaMMnCT:

TpeboBaHusa:

® YBepeHHOoe 3HaHMWe A3blKa MNPOrpaMmMupoBaHMA Java, ero CTaHAAPTHbIX
6MBNMOTEK, KNACCMYECKUX aNropuTMOB W CTPYKTYP AaHHblX, SOLID-
NPUHLMNOB OO6BEKTHO OPUEHTUPOBAHHOIO AN3aliHa.

® BnageHue A3bIKOM 3aMpPOCOB K PEeNAUMOHHbIM 6a3aM AaHHbIX, 3HaHuWe
NPUHUMNOB HOpManM3aumm 6a3 gaHHbiX (1-3 HopmasnbHble ¢opmbl),
onTumu3saummn SQL-3anpocos.

e TBépaoe 3HaHMe npolecca pa3paboTkn Beb-npunoxeHnii, pabotol HTTP-
npoTokona, REST-¢unocoduu.

® [lpoaBMHYTOE BNAZEHME MHCTPYMEHTAapUEM yrnpaBieHUA UCXO4HbIM KO40M
Git npu coBmecTHO paboTe Hag KOAOM MPOEKTa.

® Pa3paboTKa MoaynbHbIX-TecTOB ¢ npumeHeHunem JUnit, Mockito.

® BnageHue MHcTpymeHTamm cbopkm Gradle nam Maven.

® OnbIT MCMNO/b30BaAHUA CPEeACTB HEMPEepbiBHOW COOPKU M pPa3BEpTbiBaHMA
npunoxeHua B metogonoruax Continuous Integration muam Continuous

Deployment.
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® AKKYpPaTHOCTb, BHUMATE/IbHOCTb, YMEHME apryMeHTUPOBaTb CBOE MHEHME U

enaHue pa3BmMBaTbCA CAMOCTOATE/IbHO.
MpuseTcTByeTca:

e [lpeacTaB/ieHMe O KOHTelHepu3aumm npunoxeHuin ¢ Docker.

OnbIT paboTbl ¢ Mcnonb3oBaHMem Agile-metogonorunia Scrum nnm Kanban.

OnbIT y4acTusA B NPOEKTAX C OTKPbITbIM MCXOAHbIM KOAOM.
® YMmeHMe pa3BMBaTb CYLLECTBYHOLIME W Npepnaratb HOBble MOAXOAbl K

pa3paboTke.
3.3.2 pa3padboTtunk Backend
TpeboBaHusa:

® YBepeHHOoe 3HaHWe A3blKa NPOrpaMmMMpPOoBaAHMA Java, ero CTaHAaAPTHbIX
6nbnmnoTek;

® 3HaHMe KNacCUYECKNX aATOPUTMOB U CTPYKTYP AaHHbIX;

® YBepeHHOe 3HaHMe npoLiecca pa3paboTku Beb-npunoxkeHnii, pabotol HTTP-
NPOTOKONA;

e 3HaHue Spring/J2EE;

® [loHMmaHue MVC-noaxoaa K Beb-pa3paboTke;

® OnbIT paboTbl C cuctemamm KOHTpoAa Bepcuit (Git);

® AKKYpPaTHOCTb;

® BHMMaTenbHOCTD;

® YmeHue aprymeHTUpoBaTb CBOE MHEHME U1 }KenaHue pa3BVIBaTbCF|!

MpuseTcTByeTca:

OnbIT paboTbl C MHOTOMOTOYHBIMW MPUNOXKEHUAMU;

® OnbIT pa3paboTkn Beb-cepsuncos SOAP, REST;

e OnbiT pabotbl ¢ PL/SQL, Transact-SQL B 4acT HanUcaHWA XPaHUMbIX
npoueayp,;

® [loHumaHue noaxonos Agile, onblT paboTbl N0 0AHOW M3 agile NpaKTUK;

® BnageHune nHcTtpymeHTamum c6opkm Gradle nnm Maven;

o OnbIT UICNONb30BaHUE IOHUT-TECTUPOBaAHUA.
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3.3.3 PaspaboTtumk Frontend
TpeboBaHusa

e onbIT frontend-pa3paboTtkn oT 1 roaa;

® yBepeHHble 3HaHMA ocHoB Javascript, TypeScript, HTML, CSS;

® onbIT paboTbl ¢ Angular 2+;

e onbIT pabotbl c npm (Node.js Package Manager);

® onbIT paboTbi ¢ Git;

® onbIT paboTbl B agile KomaHae;

® MOoHWMaHMe paboTbl Beb-npunoxkeHuit (http npotokon, rest api);

® YyMeHWe NpoBOAUTb KaueCTBEeHHOe KOoA-PeBblo;
MpuseTtcTByeTcAa:

® HaBblku pabotbi ¢ CI/CD;
® HaBblKM KOHPUrypuposaHua NGINX;

® HaBbIKM HaNMcaHMA unit-TecTos;
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